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Abstract

Grassroots platforms aim to offer an egalitarian alternative to global
platforms — centralized/autocratic (Facebook etc.) and decentral-
ized/plutocratic (Bitcoin etc.) alike. Whereas global platforms can
have only a single instance—one Facebook, one Bitcoin—grassroots
platforms can have multiple instances that emerge and operate
independently of each other and of any global resource except the
network, and can interoperate and coalesce into ever-larger in-
stances once interconnected, potentially (but not necessarily) form-
ing a single instance. Key grassroots platforms include grassroots
social graphs, grassroots social networks, grassroots cryptocurren-
cies, and grassroots federations. Previously, grassroots platforms
were defined formally and proven grassroots using unary transition
systems, in which each transition is carried out by a single agent.
However, grassroots platforms cater for a more abstract specifica-
tion using transactions carried out atomically by multiple agents,
something that cannot be expressed by unary transition systems. As
a result, their original specifications and proofs were unnecessarily
cumbersome and opaque.

Here, we aim to provide a more suitable formal foundation for
grassroots platforms. To do so, we enhance the notion of a multia-
gent transition system to include atomic transactions and revisit
the notion of grassroots platforms within this new foundation. We
present concise specifications of key grassroots platforms using
atomic transactions: befriending and unfriending for grassroots
social graphs, coin swaps for grassroots cryptocurrencies, and com-
munities forming, joining, and leaving a federation for grassroots
federations. We prove a general theorem that a platform specified
by atomic transactions that are interactive is grassroots; show that
the atomic transactions used to specify all three platforms are in-
teractive; and conclude that the platforms thus specified are indeed
grassroots. We thus provide a crisp mathematical foundation for
grassroots platforms and a solid and clear starting point from which
their implementation can commence.
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1 Introduction

Background. The Internet today is dominated by centralised global
platforms—social networks, Internet commerce, ‘sharing-economy’—

with autocratic control [43, 44]. An alternative is emerging—blockchains

and cryptocurrencies [16, 17, 28, 39, 40, 42]—that are also global
platforms, but with decentralized, plutocratic control [8].

Grassroots platforms [33-35, 37] aim to offer an egalitarian al-
ternative to global platforms, centralized and decentralized alike.
Global platforms can only have a single instance—one Facebook,
one Bitcoin—as two instances of the platform would clash over the
global resources they utilize—domain name, port number, or boot
nodes, which are hardwired into their code. Even if it is possible to
modify their code (‘hard-fork’) to create non-conflicting instances—
Facebook’, Bitcoin’—such forked instances would ignore, rather
than interoperate with, the primary instance. Grassroots platforms,
in contrast, can have multiple instances that emerge and operate
independently of each other and of any global resource except the
network, yet can interoperate and coalesce once interconnected,
forming ever-larger platform instances, potentially (but not neces-
sarily) coalescing into a single instance.

Any platform that operates on a shared global resource or em-
ploys a single replicated (Blockchain [29]), or distributed (IPFS [4],
DHT [31]) shared global data structure, as well as distributed pub/sub
systems with a global directory [7, 11, 12], are all not grassroots.
BitTorrent [1] and Mastodon [30] are similar in spirit but are peer-
to-peer among servers not people; in particular, in such systems a
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group of people with smartphones cannot do more if more people
with smartphones join the group, unless they are also joined by a
server, thus these systems do not fall under the definition of grass-
roots. An example of a platform that is grassroots in spirit (even if
not formally proven as such) is Scuttlebutt [20, 38].

Motivation. Key grassroots platforms include grassroots social
graphs and networks [34], grassroots cryptocurrencies [23, 35], and
grassroots federations [18, 37]. Previously, grassroots platforms
were defined formally using unary multiagent transition systems,
in which each transition is carried out by a single agent [33]. How-
ever, grassroots platforms cater for a more abstract specification
using transactions carried out atomically by multiple agents, some-
thing that cannot be expressed by unary transition systems. As
a result, their original specifications were more cumbersome and
opaque than they should be. Moreover, in grassroots platforms
transactions carried out by different sets of participants need not
be synchronized with each other, which greatly simplifies their
mathematical foundations.

Here, we aim to provide a crisp formal foundation for these key
grassroots platforms and beyond. To do so, we enhance the notion
of a multiagent transition system to include atomic transactions and
revisit the notions of grassroots platforms and their implementation
within this enhanced foundation.

Furthermore, previous work [33] provided sufficient conditions
for when a platform (formally, a protocol defined via a family of
multiagent transition systems) is grassroots. While going through
the route presented in previous work is possible, the new founda-
tions offer a simpler, more direct and mathematically preferable
way to prove that a platform, specified via atomic transactions, is
grassroots. Here, we follow this simpler path.

Contributions. This paper:

(1) Presents atomic transactions and how they induce multia-
gent transition systems.

(2) Provides crisp specifications of three key grassroots plat-
forms via atomic transactions: Social graphs, cryptocurren-
cies, and democratic federations.

(3) Provides a simpler and more stringent definition of grass-
roots platforms.

(4) Provides a sufficient condition for a set of transactions to
induce a grassroots protocol.

(5) Shows that the atomic transactions employed in specifying
each of the three key platforms satisfy this condition and
therefore are indeed grassroots.

Key Grassroots Platforms. Three exemplar grassroots platforms
motivate our work: grassroots social graphs, where people maintain
their friendship connections through local storage and peer-to-peer
relationships without central control; grassroots cryptocurrencies,
where individuals mint personal coins and establish mutual credit
lines through atomic swaps; and grassroots federations, where
communities form and federate democratically without central
coordination. Section 2 presents their detailed specifications using
atomic transactions.

Paper outline. Section 2 introduces atomic transactions and presents
transactions-based specifications of three key grassroots platforms:
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Grassroots social graphs, grassroots cryptocurrencies, and grass-
roots federations. Section 3 introduces multiagent transition sys-
tems and how they are induced by a set of atomic transactions.
Section 4 provides multiagent transition systems of the three plat-
forms as induced by their atomic transactions and proves their
safety properties. Section 5 introduces protocols, grassroots proto-
cols, protocols induced by atomic transactions, interactive atomic
transactions, and proves the main theorem: That a protocol induced
by an interactive set of atomic transactions is grassroots. It then
deduces that the three specified grassroots platforms are indeed
grassroots. Section 6 discusses, informally, the implementation of
grassroots platforms. Section 7 discusses related and future work
and concludes.

2 Grassroots Platforms with Atomic
Transactions

Grassroots protocols were defined formally using unary multiagent
transition systems [33]. Thus, higher-level protocols that include
atomic transactions by multiple agents could not be expressed
directly within this formalism, let alone proven grassroots.

Yet, the grassroots platforms we are interested in—grassroots so-

cial networks, grassroots cryptocurrencies, and grassroots federations—

all call for atomic transactions for their specification. Hence this
paper. Here, we use atomic transactions carried out by a set of
agents as the basis for specifying grassroots platforms. We revisit
the grassroots platforms previously defined using unary transition
systems—social graphs and cryptocurrencies—and redefine them
more simply and abstractly using binary atomic transactions. In
addition, we present a k-ary transactions-based specification of
grassroots federations, which where hitherto defined only at the
community level.

2.1 Atomic Transactions

Agent, state, configuration. We assume a potentially infinite set
of agents II (think of all the agents that are yet to be born), but
consider only finite subsets of it, so when we refer to a particular
set of agents P C IT we assume P to be nonempty and finite. We
use C to denote the strict subset relation and € when equality is
also possible.

In the context of multiagent systems it is common to refer to the
state of the system as configuration, so as not to confuse it with the
local states of the agents. As standard, we use SP to denote the set S
indexed by the set P, and if ¢ € S¥ we use ¢p to denote the member
of ¢ indexed by p € P. Intuitively, think of such a ¢ € S as an array
of cells indexed by members of P and with cell values in S.

Atomic transactions. Informally, an atomic transaction:

(1) Can have several active participants (be binary, k-ary) that
change their local states atomically as specified.

(2) Specifies explicitly its participants (both active and station-
ary), thus implicitly defining infinitely-many multiagent
transitions where all non-participants remain in their ar-
bitrary state.

In addition to being atomic, the description above implies that
transactions are asynchronous [32], in the sense that if a transaction
can be carried out by its participants, with non-participants being
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in any arbitrary states, it can still be carried out no matter what
the non-participants do. In particular, the active participants in
a transaction need not synchronize its execution with any non-
participant (but they must synchronize, of course, with stationary
participants, as changing the local state of any participant would
disable the transaction).

Definition 2.1 (Local States, Configuration, Transaction, Active
& Stationary Participants, Degree). Given agents Q C II and an
arbitrary set S of local states, a configuration over Q and S is a
member of C := S9. An atomic transaction, or just transaction over
Q and S is any pair of configurations t = ¢ — ¢’ € C?s.t.c # ¢/,
with tp = ¢p — c;, for any p € Q, and with p being an active
participant in t if ¢, # ¢}, stationary participant otherwise.

A stationary participant in a transaction is redundant if the active
participants can ignore its state when performing the transaction.
For example, if p and g can befriend regardless of r’s state, then
including r as a stationary participant would be redundant—it ob-
scures the transaction’s essential coordination requirements. Speci-
fications of grassroots platforms using transactions should therefore
be concise, namely harbour no redundant participants.

Definition 2.2 (Degree, Concise Set of Transactions). Given agents
P c II, local states S, and a set of transactions T, each t € T over
some Q C P and S, the degree of t € T (unary, binary,...k-ary) is the
number of active participants in ¢, and the degree of T is the maximal
degree of any ¢ € T. A stationary participant ¢ € Q in a transaction
t €T over Qis redundant in ¢ (given T) if for Vs € S 3t’ € T such that
tg=s — sandt, =t forevery p # g € Q. A set of transactions is
concise if it has no transactions with redundant participants.

We now present concise specifications of three grassroots plat-
forms using atomic transactions.

2.2 Grassroots Social Graphs via Befriending
and Unfriending

Grassroots social graphs are the foundational infrastructure for
grassroots platforms, including grassroots social networks which
provide Twitter/X-like feeds and WhatsApp-like groups without
subjecting people or their social graph to the control and exploita-
tion. In centralised platforms (Twitter, Facebook, WhatsApp) the
social graph is stored, controlled, and commercially exploited [43,
44] by the central authority. In proposed decentralised architec-
tures [15], it resides on the globally-replicated blockchain under
the control of miners/validators who are remunerated for their
service.

In a grassroots social network, the social graph is stored in a dis-
tributed way under the control of the people themselves, with each
person storing the local neighbourhood pertaining to them, and no
third-party having access unless explicitly granted. The social graph
evolves by people forming and breaking friendships, establishing
authenticated peer-to-peer connections. The original definition [34]
was via a unary multiagent transition system. Here both actions
are specified—abstractly and concisely—as binary transactions.

Each agent maintains, as its local state, a set of friends; two agents
p and g can atomically become friends, if they were not friends
beforehand; and the two friends p and g can atomically cease to
be friends. Communication functions of a social network can be
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added, under the restriction that communication occurs only among
friends [34]. For example, feeds with followers, where friends follow
each other, and if two friends follow a third person, then the first to
obtain an item on the third person’s feed disseminates it to the other.
Formally, a liveness theorem can be proven for this design [34],
stating that if a person p that follows a person q is connected to g via
a chain of mutual friends, each of them correct and follows g, then
p will eventually receive every item on ¢’s feed. Practically, a true
“network celebrity” employing this protocol may achieve efficient
large-scale distribution of their feed via the friendship subgraph of
their followers. The specification of the grassroots social graphs is
the foundation for grassroots social networks with feeds, groups,
messaging, explored elsewhere [34, 36].

Definition 2.3 (Grassroots Social Graphs Transactions). For agents
P c II with local states S := 2P, the social graphs transactions are:

(1) Befriend: A binary transaction ¢ — ¢’ with participants
{p,q} € P where c;, =cpU{q}and c,’z = cqU{p}, provided
qé¢cp and p ¢ cq

(2) Unfriend: A binary transaction ¢ — ¢’ with participants
{p.q} € P wherecj, :=cp \ {q} and cj, := cq \ {p}, provided
g€cpandp € cq

2.3 Grassroots Cryptocurrencies via Atomic
Swaps

Grassroots Cryptocurrencies. Grassroots cryptocurrencies [23,

35] can provide a foundation for an equitable digital economy,

where people price their goods and services in terms of their own

personally-minted grassroots coins, and liquidity is achieved through
the creation of mutual credit lines among persons (natural and legal)

via the swap of personal coins. Grassroots coins issued by different

persons form an integrated digital economy via the sole rule in the

grassroots cryptocurrencies protocol:

Coin Redemption: p can redeem a g-coin it holds against a
p-coin held by g, if there is one, else against any coin held by g,
one-for-one. We note that the value of p-coins critically depends
on p maintaining computational and economic integrity. In the
specification of grassroots cryptocurrencies each agent maintains,
as its local state, the set of coins they hold; each agent p may mint
additional p-coins (¢f7 denotes k p-coins); and two agents p and g
can atomically swap any coins they hold. The following fragment
of the specification employs one unary transaction and one binary
atomic transaction:

(1) Mint: ¢, == c,Uek, k > 0.
(2) Swap: c;, =(cpUy)\x, c"] = (cqgUx) \ y, provided x C ¢,
and y C cq.
The swap transaction can realize the key economic functions of
grassroots cryptocurrencies:

(1) Payment: Paying g with g-coins, namely x :¢{1, j > 0,and
y = 0 (also paying with other coins g accepts as payment,
e.g. community-bank coins). A payment could be made for
love or, more typically, expecting in exchange (or after hav-
ing received) an ‘off-chain’ product or service from g. In a
practical application y could include a payment receipt, a
confirmed purchase order, etc.
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(2) Mutual Credit Lines: Establish mutual credit lines via the
swap of personal (self-minted) coins, namely x :¢;, and

y :¢Iq‘ for some j, k > 0. Typically j = k, but mutual credit
with a premium for one of the agents, namely with j #
k, is also possible. A digital economy based on grassroots
cryptocurrencies achieves liquidity through persons (natural
and legal) establishing mutual credit lines among them.

(3) Redemption: The obligatory 1:1 swap of g-coins held by p

against an equal number of coins held by ¢, namely x :¢{1,
lyl = J.

The original specification of grassroots cryptocurrencies was via
unary multiagent transition system and hence was quite involved,
and so was the proof of them being grassroots [35]. The definition
in turn led to an implementation via a unary payment system [23].
Here we provide an alternative specification—abstract and concise—
via binary transactions. We will later prove the specification to be
grassroots.

Informally, we associate with each agent p € P a unique ‘colour’
and an infinite multiset of identical p-coloured coins. When applied
to multisets of coins, U and \ denote multiset union and multiset
difference, respectively. Formally:

Definition 2.4 (Coins). We assume an infinite multiset C of iden-
tical coins ¢. Given set of agents P C II, we refer to ¢p, a p-indexed

element of the indexed set C¥, as a p-coin, with ¢11§ being a multiset

P
of k p-coins. A set of P-coins is a member of 2€ , namely a multiset
of P-indexed coins.

The transactions of grassroots cryptocurrencies include the unary
minting of p-coins by p, and the atomic swap between p and q of a
set of coins held by p in exchange for a set of coins held by q.

Definition 2.5 (Grassroots Cryptocurrencies Transactions). For agents
P c II with local states S := ZCP, the grassroots cryptocurrencies
transactions are:
(1) Mint: A unary transaction ¢ — ¢’ with participant p € P
where ¢}, == cp U ¢Il§ fork >0
(2) Swap: A binary transaction ¢ — ¢’ with participants {p, g} C
P where c‘; =(cpUy) \xand c(’Z = (cqg Ux) \ y, provided
xCcpandy Ccq

The swap transaction can realize several different economic
functions, including payments, opening of mutual credit lines, and
coin redemption, as described above.

The present specification does not distinguish between voluntary
swap transactions, namely payments and forming mutual credit,
and obligatory swaps, namely coin redemption. This issue is further
discussed below.

2.4 Grassroots Federations via Joining and
Leaving

Grassroots Federations. Grassroots Federations [37] aim to ad-
dress the democratic governance of large-scale decentralized digital
communities, e.g., of the size of the EU, the US, existing social net-
works, and even humanity at large. A grassroots federations evolves
via the grassroots formation and federation of digital communi-
ties, each governed by an assembly selected by sortition from its
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members. The approach assumes digital freedom of assembly—that
people can freely form digital communities that can federate into
ever-larger communities as well as spawn child communities, based
on geography, relations, interests, or causes. Small communities
(say < 100) are governed by their members. Larger communities—
no matter how large—are each governed democratically by a small
(say ~ 100) assembly elected by sortition among its members.

A specification of grassroots federations via unary multiagent
transition systems has yet to be attempted. It would require a grass-
roots consensus protocol by which members of two communities
decide, atomically, to join or leave. Here, we define such atomic
transactions abstractly: All members of a community carry its state
locally; and all of them change its state atomically to realize joining
or leaving another community. The details are shown below.

Background. Grassroots Federations [18, 37] is a process by which
communities evolve and federate with other communities. Key steps
include a community joining a federation, by the mutual consent
of the two, and a community leaving a federation, by the unilateral
decision of one of the two.

In the following G = (V, E) is a federations graph with commu-
nities as nodes and directed edges indicating community relation,
specifically f — v indicates that v is a child community of f, and G’
is the graph resulting from applying any of the following transitions
to G:

(1) Federate v € V: Add a new node f ¢ V to V and the edge
f—utoE.

(2) Join f — v: Add f — o to E provided that f € V and G’ is
acyclic.

(3) Leave f — v:If f — v € E then remove f — v from E.

Challenges. The grassroots solution would be to realize each com-
munity as a digital social contract [9], which also requires a grass-
roots consensus protocol among the participants, namely one that
is executed by the participants themselves [19], not by third-parties
(miners, validators) operating a global platform. In contrast to the
undirected grassroots social graphs, grassroots federations graphs
are directed. As a federation is intended to offer a hierarchical demo-
cratic governance structure, its directed graph must be acyclic. To
allow local transactions to evolve the federation without creating
cycles, a partial order > on communities can be devised, with con-
ditioning the joining of g as a child of f on f > g. Such a partial
order can be defined, for example, based on height in the graph,
geographic containment, or topic generality. In a real deployment
of grassroots federations we expect the partial order to be a su-
perposition of geography, topics, and maybe other issues, so that
the federation of dog lovers of a village can join both the general
village federation and the regional federation of dog lovers, which
in turn can join the general regional federation. The resulting fed-
erations structure, termed laminar, was investigated in [18]. With
this constraint we can address the requirement that the federations
graph always be acyclic.

A related technical issue that arises in a grassroots setting is to
ensure, without central coordination, that each community has a
globally-unique identifier. This is required so that a grassroots fed-
erations can scale indefinitely, integrating communities that have
emerged independently of each other. To achieve that, any agent
p may create one singleton community with itself as a member,
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identified by p. A community with a unique identifier ¢ may create
any number of parent communities using the Federate transition,
and endows the " parent community it creates with the unique
identifier (c, i). Here, we employ community identifiers P*, where
each ¢ € P* consists of an agent p € P followed by a finite list of
integers, and define a total (not partial) order > on P*, where v > v’
for v,0” € P* if the list v is longer than the list o’, with ties resolved
lexicographically.

The fundamental difference between grassroots social graphs
and grassroots federations is that the actors in the former are in-
dividual agents, whereas the actors in the latter are communities
of agents. To address it, we provide an agent-based specification
of grassroots federations: All members of a community hold an
identical copy of its state, and a transaction between two communi-
ties, say g joining f, is realized by the corresponding k-ary atomic
transaction among the members of the two communities, with k
being the size of their union, in which the states of all members of
both communities change atomically to reflect this federation-level
transaction.

Naturally, this results in many aspects of the transaction being
abstracted-away, including that:

(1) Joining requires mutual consent among the two communities,
and leaving is unilateral by one community.

(2) Decisions on behalf of a community are taken by the assem-
bly of a community.

(3) The decision process is constitutional and democratic.

Specification. A federations graph G = (V, E) over P is a labelled
directed acyclic graph with nodes labelled by community identifiers;
we do not distinguish between nodes and their labels. The initial
federations graph over P is Go(P) = (P, 0). Let G(P) be the set of
federations graphs over P.

Definition 2.6 (Community and Personal Subgraph). Given a fed-
erations graph G = (V,E) € G(P), for a community v € V the
community subgraph G, = (Vy, Ep) of v is the subgraph of G where
Vy includes v and all nodes adjacent to v and E, includes all edges
incident with v. An agent p € P is a member of community v € G
if there is a path in G from v to p, and the personal subgraph G, of
p is the union of the subgraphs of the communities p is a member
of, namely Gp, := Uppeo Go

Thus, G includes any community o that p is a member of and
any edge incident with o.

OBSERVATION 1. Let G € G(P) for some set of agents P C I1. Then
G = UpGP Gp

PROOF OF OBSERVATION 1. Let G = (V, E) as above. We prove
the two directions of equality:

(1) C:Letov € V. Then some p € P is a member of v by construc-
tion. Hence v € V). Let f — g € E, with some p € Vy. Then
by definition p € Vj, and hence f — g € Ej.

(2) 2 Letp € Pand v € V},. Then p is a member of v in G, and
therefore v € V. Let e € Ep,. By construction, this can be the
case only if e € E.

]
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Namely, a federations graph is fully-defined by its members’
subgraphs. Hence, in the following grassroots federations transition
system, the evolving federations graph G created during a run is
stored in a distributed way, with each agent p € P maintaining G,.
The result is that each agent stores the state of all communities
they are a member of; equivalently, the state of each community is
stored by all its members. Formally:

Definition 2.7 (Federations Configuration, Valid). A federations
configuration ¢ over P C II has local states {G, : G € G(P),p €
P}. The initial federations are GO := (V0,0) € G(P), where V0
has a p-labelled node for every p € P, and the initial federations
configuration c0 is defined by c0,, := G0, := ({p}, 0). A federations
configuration is valid if there is a graph G € G(P) such thatc, = G,
for every p € P.

Note that the initial federations configuration is valid. The atomic
transactions of grassroots federations ensure that when the state
of a community v changes in a graph G through the addition or
removal of an edge incident to v in G, this change is carried out
atomically by all p € Py, each updating its local state Gp.

This formulation abstracts away the decision process. In practice,
communities may employ assemblies selected by sortition [18, 37],
which in turn may be responsible for storing the community social
graph and employ a consensus protocol among them, rather than
requiring storage and consensus from all members. Still, we use
the direct-democracy model here to simplify the exposition.

Definition 2.8 (Grassroots Federations Transactions). For agents
P c II with local states being federations subgraphs from G (P), the
grassroots federations transactions for every G = (V,E) € G(P)
are:

(1) Federate v: ¢, ¢’ are configurations over Q = Py, 0 € V,
f = (v,i+ 1), where i is the maximal index of a parent of
v € G, if any, i = 0 if none, and
Vp € Q.(cp =Gp A c;, =(VU{fLEU{f = 0})p).

(2) Join f — g: ¢, ¢’ are configurations over Q = Py U Py,
f,geV,f>g,and
VpeQ.(cp =Gp A c;, = V,EU{f — g})p).

(3) Leave f — g: ¢, ¢ are configurations over Q := Pr, f,g €V,
f—g€EandVp € Q.(cp = Gp Acy, = (V.E\{f — g})p).

This completes the transactions-based specification of the three
key grassroots platforms. It does not distinguish between transac-
tions carried out by mutual consent (befriend, open a credit line,
join), and transactions that are obligatory once requested (unfriend,
redeem, leave). We discuss adding liveness requirements in Sec-
tion 7.

3 Multiagent Transition Systems and Grassroots
Protocols

In this section we define transition systems, multiagent transition
systems, and grassroots protocols.

3.1 Transition systems

The following is a simplified variation, sufficient for the purpose of
this work, on the foundations introduced in [32]. In the following,
a#beXisashorthandfora#bAae X AbeX.
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Definition 3.1 (Transition system, Computation, Run). A transition
system is a tuple TS = (S, s0, T), where:
(1) S is an arbitrary non-empty set, referred to as the set of
states.
(2) Some s0 € S is the designated the initial state.
(3) T c §?% is a set of transitions over S, where each transition
t € T is a pair (s,s”) of non-identical states s # s” € S, also
writtenast =s — s’.
A computation of TS is a (nonempty, potentially infinite) sequence
of states r = sy, sg, - - - such that for every two consecutive states
Si,Si+1 € 1, Si — Sit1 € T.If 57 = 50 then the computation is called
arunof TS.

Given a computation r = s1, 52, ..., we use r € T to mean (s; —
si+1) € T for every (s; — si+1) € 1.

We note that the notion of transition systems originally em-
ployed to define grassroots systems [32, 33] included a liveness
condition. The abstract atomic transactions employed here are vo-
litional and have no associated liveness conditions; adding these
is discussed in Section 7. Also, the original work considered faulty
computations and fault-tolerant implementations. These could be
re-introduced in follow-on work that considers live and fault-tolerance
implementations of the specifications presented here.

3.2 Multiagent Transition Systems with Atomic
Transactions

Definition 3.2 (Multiagent Transition System). Given agents P C
IT and an arbitrary set S of local states with a designated initial
local state sO € S, a multiagent transition system over P and S is
a transition system TS = (C,c0,T) with configurations C := N
initial configuration c0 := {s0}F, and transitions T C C? being a set
of transactions over P and S, with the degree of TS being the degree
of T.

Unary multiagent transition systems were introduced in [32] and
were employed to define the notion of grassroots protocols [33] and
to provide unary specifications for various grassroots platforms [23,
34, 35]. Here, we employ k-ary transition systems, for any k < |P],
in which several agents can change their state simultaneously.

However, rather than specifying a multiagent transition system
over a set of agents P directly, we specify it via the concise atomic
transactions (Definitions 2.1, 2.2) the transition system intends to
realize, which are typically of bounded degree, or at least a degree
smaller than P.

A transaction over Q C P defines a set of multiagent transition
over P in which all members of P \ Q are stationary:

Definition 3.3 (Transaction Closure). Let P C II, S a set of local
states, and C := S¥. For a transaction t = (¢ — ¢’) over local
states S with participants Q C P, the P-closure of t, t1P, is the set
of transitions over P and S defined by:
1P = {t' € C*: Vq € Q.(tg = t;)/\Vp € P\Q.(p is stationary in ')}
If R is a set of transactions, each t € R over some Q C P and S, then
the P-closure of R, RTP, is the set of transitions over P and S defined
by:

RIP := U t1P

teR
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Namely, the closure over P 2 Q of a transaction ¢ over Q includes
all transitions ¢’ over P in which members of Q do the same in t
and in ¢/, and the rest remain in their current (arbitrary) state.

Note that while the set of multiagent transitions RTP in general
may be over a larger set of agents than R, T and R are of the same
degree, by construction. Also, note that while all transitions of a
multiagent transition system over P are also over P, each transaction
in a set of transactions is typically over a different set of participants.
Thus, a set of transactions R over S, each with participants Q C P,
defines a multiagent transition system over S and P as follows:

Definition 3.4 (Transactions-Based Multiagent Transition System).
Given agents P C II, local states S with initial local state s0 € S,
and a set of transactions R, each t € R over some Q C P and S, the
transactions-based multiagent transition system over P, S, and R is
the multiagent transition system TS = (SF, {s0}*, R1P) .

In other words, one can fully specify a multiagent transition
system over S and P simply by providing a concise set of atomic
transactions over S, each with participants Q C P. This is what we
do next for grassroots social networks, grassroots cryptocurrencies,
and grassroots federations.

4 Atomic Transactions-Based Grassroots
Platforms and their Safety Properties

Having specified the transactions of grassroots platforms in Sec-
tion 2 and introduced the multiagent transition system framework
in Section 3, we now define the grassroots platforms as the multi-
agent transition systems induced by the sets of transactions pre-
sented above, and prove their safety properties.

4.1 Grassroots Social Graph

Definition 4.1 (Grassroots Social Graphs). Given agents P C TI,
the grassroots social graphs SG is the transactions-based multiagent
transition system over agents P and local states S := 2P, with the
befriend and unfriend transactions of Definition 2.3.

LEMMA 4.2 (FRIENDSHIP SAFETY). Given a runr of SG, a configu-
ration ¢ € r, and agents p,q € P, then p € cq iff q € cp.

ProoFr. The proof is by induction on the length of the run r =
c0,¢cq,...,cn. Assume |r| = 1, namely r consists of the initial con-
figuration c0. Then all local states are empty, satisfying the Lemma.
Assume the lemma holds for runs of length |r| = n, that ¢, satisfies
the Lemma, and consider the transition ¢, — cp+1. It can be either
Befriend or Unfriend; both satisfy for every p € P the condition
p € cqiff g € ¢p for cpyq if cpy does. m]

We note that each configuration ¢ in a run r of SG induces a graph
with agents as vertices and an edge p <> qif p € cgand q € cp,
and that the graphs induced by two consecutive configurations in
r differ by exactly one added or removed edge.

4.2 Grassroots Cryptocurrencies
Definition 4.3 (Grassroots Cryptocurrencies). Given agents P C II,
the grassroots cryptocurrencies GC is the transactions-based mul-

P
tiagent transition system over agents P and local states S := 2C
with the Mint and Swap transactions of Definition 2.5.
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LEMMA 4.4 (SAFETY: CONSERVATION OF MONEY). Given a runr of
GC, a configuration ¢ € r and an agent p € P, the number of p-coins
in ¢ is the number of p-coins minted by p in the prefix of r ending in
c.

Proor. The proof is by induction on the length of the run r =
c0,c1,...,cn. Assume |r| = 1, namely r consists of the initial con-
figuration c0. Then all local states are empty, satisfying the Lemma.
Assume the lemma holds for runs of length |r| = n, that c, satisfies
the Lemma, and consider the transition ¢, — cp+1. If the transition
is Mint and the claim holds for c,, then after minting it still holds
by adding the minted coin. If it is Swap, it still holds as Swap does
not add new coins to the configuration or remove coins from it. O

4.3 Grassroots Federations

Definition 4.5 (Grassroots Federations). Given agents P C II, the
grassroots federations GF is the transactions-based multiagent tran-
sition system over agents P and local states being federations sub-
graphs from G(P) (Definition 2.7), with the Federate, Join, and
Leave transactions of Definition 2.8.

LEMMA 4.6 (GRASSROOTS FEDERATIONS SAFETY). In a runr of GF,
any configuration c € r is valid.

Proor. The proof is by induction on the length of the run. Ini-
tially, G = G0 and the initial configuration c0 satisfies GO = (¢ p c0p.
Assume that configuration ¢ is valid and encodes G = (V,E),
and consider a transition ¢ — ¢’ with ¢’ encoding G’, namely
G’ = Upep ¢j,- We consider the various cases:

(1) Federate v: Each p € P, changes their state to c;J =(Vu
{(FLEU{f = o})p).
(2) Join f — g: Each p € (Py U Py) changes their state to
¢ = (V.EU{f — g})p).
(3) Leave f — g: Each p € Py changes their state to cj, =
(V.EN{f = gDp-
Examining these changes shows that they all preserve validity,
in that also in the new configuration each agent p records, by
construction, exactly the p-projection of the updated federations
graph G’. m]

5 Grassroots Protocols

Here we define what is a protocol; define when a protocol is grass-
roots; show how to define a protocol via a set of transactions;
present conditions under which a protocol defined via transactions
is grassroots; argue that the three protocols defined via transac-
tions above satisfy these conditions; and conclude that these three
protocols are grassroots.

5.1 Protocols and Grassroots Protocols

A protocol is a family of multiagent transition systems, one for
each set of agents P C II, which share an underlying set of local
states S with a designated initial state s0. A local-states function
S:Pw 28 maps every set of agents P C II to an arbitrary set of
local states S(P) C S that includes s0 and satisfies P C P’ C [ =
S(P) c S(P’). Given a local-states function S, we use C to denote
configurations over S, with C(P) := S(P)? and co(P) := {s0}’.
Next, we define the notions of a protocol and a grassroots protocol.
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Definition 5.1 (Protocol). A protocol F over a local-states function
S is a family of multiagent transition systems that has exactly one
transition system F (P) = (C(P), c0(P), T(P)) for every P C II.

Informally, in a grassroots protocol a set of agents P, if embedded
within a larger set P’, can still behave as if it is on its own, but has
additional behaviours at its disposal due to possible interactions
with members of P’ \ P. To define the notion formally we employ
the notion of projection.

Definition 5.2 (Projection). Let 0 c P c P’ C IL. If ¢’ is a configu-
ration over P’ then ¢’ /P, the projection of ¢’ over P, is the configu-
ration ¢ over P defined by ¢, = c;, for every p € P.

Note that in the definition above, cp, the state of p in ¢, is in
S(P’), not in S(P), and hence may include elements “alien” to P,
e.g., friendship with or a coin of g € P’ \ P.

We use the notions of projection and closure (Definition 3.3) to
define the key notion of this paper, a grassroots protocol:!

Definition 5.3 (Oblivious, Interactive, Grassroots). A protocol ¥
is:
(1) oblivious if for every  c P c P’ C II, T(P)TP’ C T(P’)
(2) interactive if for every @ ¢ P c P’ C Il and every configura-
tion ¢ € C(P’) such that ¢/P € C(P), there is a computation
¢ ¢ of F (P’) for which ¢’ /P ¢ C(P).
(3) grassroots if it is oblivious and interactive.

Oblivious. Being oblivious implies that if a run of ¥ (P’) reaches
some configuration ¢’, then anything P could do on their own in
the configuration ¢’ /P (with a transition from T(P)), they can still
do in the larger configuration ¢’ (with a transition from T(P”)),
effectively being oblivious to members of P’ \ P. The reason is
that if t = (¢//P — d) € T(P), then by the definition of closure,
t/=(c > d) etP’ C T(P"), where d;, =dpifp € Pelse d;, = c;,.
Inductively, this implies that if agents P employ only transitions
in T(P) from the start, with their local states remaining in S(P),
they could continue doing so indefinitely, effectively ignoring any
members in P’ \ P. (Proving the corresponding claim within the
original definition [32] was more difficult, and required the notion of
interleaving of computations of two multiagent transition systems.)

We note that any protocol that uses a global data structure,
whether replicated (Blockchain) or distributed (DHT [31], IPFS [4]),
is not oblivious as members of P cannot ignore changes to the
global data structure made by members of P’ \ P; and hence is not
grassroots.

Interactive. A slight complication in the definition of interactive is

the use of a finite computation 5, rather than just a single transition
—. It is required as in some grassroots platforms agents need to
make some preparatory steps before they may interact with each
other. For example, in grassroots cryptocurrencies agents need first
to mint some coins before they can swap them.

Being interactive is a weak liveness requirement. Informally, a
standard liveness requirement has the form “something good must
eventually happen”. Here, the requirement is “it must be the case
that something good (P interacting with non-P) may eventually

'We change earlier terminology and use the more precise “interactive” instead of the
bland “interactive” [33].



ICDCN 2026, January 06-09, 2026, Nara, Japan

happen”. Namely, no matter what members of P do, if they run
within a larger set of agents it is always the case that they can
eventually interact with non-P’s. Moreover, being interactive not
only requires that P can always eventually interact with P’ \ P, but
that they do so in a way that leaves “alien traces” in the local states
of P, so that the resulting configuration ¢’/P could not have been
produced by P running on their own. For example, forming friend-
ships with agents outside of P results in their non-P names entering
¢/ P; receiving coins from, agents outside of P results in their non-P
coins entering c/P. We note that while federated systems [1, 30]
are oblivious, as one server may choose to ignore all other servers
and just serve its clients, they are not interactive, as a set of clients
P without a server cannot do more if embedded within a larger set
of clients P’, still without a server.

5.2 Transactions-Based Grassroots Protocols

The original grassroots paper [33] provided sufficient conditions
for a protocol to be grassroots—asynchrony, interference-freedom,
and interactivity. They should still hold under the new definition,
with some adaptation, mostly simplification (and with interac-
tivity renamed interactivity). However, here we are interested in
transactions-based transition systems, therefore we will follow a
different route: We first show how a local-states function can be
used to define a set of transactions, and then show how a set of such
transactions can be used to define a protocol, termed transactions-
based protocol. We then prove that a single condition on such
transactions—interactivity—is sufficient for a transactions-based
protocol to be grassroots.

Definition 5.4 (Transactions Over a Local-State Function). Let S
be a local-states function. A set of transactions R is over S if every
transaction ¢t € R is a multiagent transition over Q and S(Q’) for
some Q C Q' C II. Given suchaset Rand P C II, R(P) := {t € R :
tis over Q and S(Q’),Q € Q' C P}.

Definition 5.5 (Transactions-Based Protocol). Let S be a local-
states function and R a set of transactions over S. Then a protocol
over R and S includes for each set of agents P C II the transactions-
based multiagent transition system ¥ (P) over P, S(P), and R(P),
F(P) := (S(P)F, {s0}F, R(P)1P).

Next we aim to find conditions under which a transactions-
based protocol is grassroots. In the original paper [33], fulfilling
three conditions were deemed sufficient: Asynchrony, interference-
freedom, and interactivity. Intuitively speaking, transactions-based
multiagent transition systems are asynchronous by construction, as
the essence of a transaction is that it can be taken no matter what
the states of non-participants are. They are also non-interfering for
the same reason. The following Proposition captures this:

PROPOSITION 5.6. A transactions-based protocol is oblivious.
To prove it, we need the following Lemma:

LEMMA 5.7 (CLOSURE TRANSITIVITY). Let® C P C P’ C Il and R
a set of transactions. Then

(R(P)TP)TP" = R(P)TP".

Proor. We argue both directions of the equality:
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(1) C:Lett € R(P) and consider any ¢’ € (¢]P)TP’. By definition,
tp =1, if p € P, p is stationary in t" if p € P’ \ P, which, by
the definition of closure, t’ € TP/, namely t’ € R(P)P’.

(2) 2: Let t € R(P)TP’. Then there is a transaction { € R(P)
over some Q C P, for which t’ € £1P’. By construction,
tp = t, if p € Q and p is stationary in t" if p € P"\ Q.
By definition of closure, t = 1P satisfies ¢’ € tTP’, thus
t' € ({1P)TP’, namely t’ € (R(P)TP)1P’.

a

We can now prove the Proposition:

PROOF OF PROPOSITION 5.6. Let # be a protocol over the state
function S, R a set of transactions over S, and ® ¢ P c P’ C II. We
have to show that T(P)TP’ C T(P’). By definition T(P) = R(P)1P
and T(P") = R(P’)TP’, thus:

T(P)1P’ = (R(P)1P)1P’ = R(P)1P’ C R(P’)1P’ = T(P").

by definition of T(P), Lemma 5.7, and since P C P’ and therefore
R(P) C R(P'). o

The remaining condition is being interactive, which we aim to
capture as follows:

Definition 5.8 (Interactive Transactions). A set of transactions R
over a local-states function S is interactive if for every ) ¢ P C P’ C
I1 and every configuration ¢ € C(P’) such that ¢/P € C(P), there

is a computation (¢ 5 ¢’) € R(P')TP’ for which ¢’ /P ¢ C(P).

In other words, with an interactive set of transactions, any group
of agents that have been so far self-contained will always have a
computation with non-members that will take the group outside
of its “comfort zone”, resulting in members of the group having a
local state with “alien traces” that could have been produced only
by interacting with non-members.

PROPOSITION 5.9. A protocol over an interactive set of transactions
is interactive.

Proor. Let S be a local-states function, R an interactive set of
transactions over S, and ¥ a transactions-based protocol over R
and S,0 c P c P/ C I, and ¢ € C(P’) a configuration such
that ¢/P € C(P). By R being interactive (Definition 5.8), there is
a computation ¢ 5 c R(P’)TP’ for which ¢’ /P ¢ C(P). By
the definition of ¥ as a transactions-based protocol over R and S,
T(P") = R(P’)TP’, hence this computation is of T(P’), establishing
that ¥ is interactive. O

Our main result follows from the definitions and results above:

THEOREM 5.10. A protocol over an interactive set of transactions
is grassroots.

Proor. Let ¥ be a protocol over a set of transactions R (Def-
inition 5.5), where R is interactive (Definition 5.8). Since ¥ is a
transactions-based protocol then, according to Proposition 5.6, ¥
is oblivious. And since ¥ is over an interactive set of transactions
then, according to Proposition 5.9, ¥ is interactive. Therefore, by
Definition 5.3, F is grassroots. O
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5.3 The Three Platforms are Grassroots as
Specified

We argue briefly that the transactions-based specification of our
three grassroots platforms of interest—social graphs, cryptocurren-
cies, and democratic federations—are all interactive, and therefore
according to Theorem 5.10 the protocols that they specify are all
grassroots.

COROLLARY 5.11. Grassroots Social Graphs are grassroots.

Proor. Consider P ¢ P’ and a configuration ¢ € C(P’) such
that ¢/P € C(P). This means that all friendships of members of P
in ¢ are with other members in P. Hence the transaction in R(P’)
in which a member of P establishes friendship with a member of
P’ \ P satisfies the definition of interactivity. O

COROLLARY 5.12. Grassroots Cryptocurrencies are grassroots.

Proor. Consider P C P’ and a configuration ¢ € C(P’) such
that ¢/P € C(P). This means that all coins held by members of P in
c are P-coins. Hence the transaction in R(P’) in which a member
of P swaps coins with a member of P’ \ P (possibly preceded by
transactions in which the two members mint coins, if they have
not done so already) satisfies the definition of interactivity. O

COROLLARY 5.13. Grassroots Federations are grassroots.

ProoF. Consider P C P’ and a configuration ¢ € C(P’) such
that ¢/P € C(P). This means that the subgraph of G projected
by members of P is a connected component of G. Hence the Join
transaction in R(P’) in which a member of P forms an edge with a
member of P’ \ P, the direction of which depends on the order >
of their identifiers, satisfies the definition of interactivity. O

6 Implementation

The specifications presented here provide the formal foundation
for grassroots platforms. Recent work [36] explores implementing
such platforms through Grassroots Logic Programs (GLP), a secure,
multiagent, concurrent logic programming language. GLP provides
binary communication primitives through paired reader/writer
variables, where k-ary atomic transactions can be realized via con-
sensus protocols such as Constitutional Consensus [19]. The notion
of implementations among transition systems, as well as their fault-
tolerance, has been studied extensively [2, 21, 26, 27, 32, 41]. Here,
we discuss this notion briefly and informally, and plan follow-on
work to do so formally.

Binary transactions. A standard way to realize binary transac-
tions using unary transition systems is for one agent, say p, to
OFFER the transaction to g, who may respond with AccepT, upon
which p may respond with commrT, upon which the offered trans-
action is deemed to have been executed, or ABORT. Agent p may
also issue ABORT before or after receiving any response from g to
its offer, provided p has not previously issued commIT.

A challenge in this implementation is that a faulty p may fail
to either commIT or ABORT following an ACCEPT by g, leaving g in
limbo, at least in regards to this transaction. Solutions to this are a
subject of future work.

For now, we note that, worst case, a friendship offer by p accepted
by g, or an offer by community p to join community g, would remain
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in limbo. If it is committed by p at some later point, which is not
convenient to g, then q can promptly unfriend p or remove p, as
the case may be, with little or no harm done. In case of grassroots
cryptocurrencies, a swap transaction in limbo may tie coins offered
by g, which may or may not be harmful to q (not harmful if these
are g-coins, which g may mint as it pleases; or p-coins that g tries
to redeem, and if p is non-responsive it might indicate that p-coins
are not worth much anyhow).

k-ary transactions. The k-ary transactions of grassroots feder-
ations require consensus among community members with sup-
port for reconfiguration as membership changes. Constitutional
Consensus [19] provides such participant-controlled reconfigura-
tion through constitutional amendments. More generally, grass-
roots platforms entail multiple dynamically-changing, partially-
overlapping sets of agents engaged in running partially-dependent
consensus protocols.

7 Related and Future Work

Atomic transactions have been investigated early in distributed
computing, mostly in the context of database systems [22, 24, 25].
Most research since and until today focuses on their efficient and
robust implementation [6, 10]. The integration of atomic transac-
tions in programming languages has also been explored [5]. In
terms of formal models of concurrency, the extension of CCS with
atomic transactions has been investigated in the past [3, 13, 14], but
without follow-on research, so it seems. While transition systems
have been the bedrock of abstract models of computation since the
Turing machine, we are not aware of previous attempts to explore
atomic transactions within their context.

Previous work on formal implementations of grassroots plat-
forms employed unary transition systems [23, 32, 34, 35]. While
this new definition of a grassroots protocol tries to capture the
same intuition as the original one [33], the new definition is crisper.
It is also more restrictive in two senses, and more lax in a third:

(1) It is specified in terms of configurations and transitions not
runs, so its restriction applies to all configurations, not only
those reachable via a run.

(2) A technical limitation of comparing sets of runs, as done in
the original definition, is that doing so does not capture the
internal/hidden nondeterminism of intermediate configura-
tions. So, according to the original definition, the smaller
group P may have a run that leads to a configuration with
multiple choices, while the larger group P’ has a set of runs,
each leading separately to only one of these choices of P, but
no run of P’ leads to a configuration in which the members
of P have the same choices they would have if they were to
run on their own. The current definition in terms of configu-
rations and transitions, rather than sets of runs, eliminates
this deficiency.

On the other hand, the original definition in terms of runs

also addressed liveness. Within the original definition, an all-

to-all dissemination protocol ¥ in which ¥ (P) satisfies the
liveness requirement that every message sent by an agent in

P eventually reaches every agent in P, is not grassroots. The

reason is that a run of P, which is live when member of P run

on their own, being oblivious of members outside P, would
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not be live within the context of P’, as it would not provide
dissemination between members of P and members of P’ \ P,
indefinitely. We consider this limitation of the new definition,
as it relates to all-to-all dissemination, hypothetical, as it
seems that such a protocol could not be realized without
global directory (e.g., a DHT) for agents to find each other,
which would not be oblivious, and hence not grassroots also
under the new definition.

While liveness is well-understood in the context of unary transition
systems, it is opaque in the more abstract case of atomic transac-
tions, as it may not be possible to identify the culprit in case an
enabled transaction is never taken. On the other hand, a unary
implementation of atomic transactions clearly has liveness require-
ments. Hence, we opted not to incorporate liveness in the current
context of atomic transactions, and leave it as a subject of future
research.

The direction we envision is viewing every agent as a pair: a
nondeterministic user and a deterministic app, with a user interface
providing bidirectional communication transactions between the
user and the app [36]. As the nondeterministic user models a voli-
tional person, liveness requirements in such a system may take the
form “a message sent by a person p to their friend q is eventually
received by g” [34], or “a swap request from p to g that includes
g-coins is eventually responded to by ¢” [23].
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